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PEKOMEHJAIINU KIMEHTAM OO0 M®K «<BOBBAHKHWP»
1o co0./110/1eHuI0 Mep UHGOPMAIIMOHHOM 0e301aCHOCTH
B LeJISIX NPOTUBOAEHCTBUS HE3AKOHHBIM (PUHAHCOBBIM ONlEePALUSIM

1. O0mue moJI0KeHU

1.1. Hacrosimue pexkoMeHmanuu pa3padoTanbl OOIIECTBOM C OrpaHUYCHHON OTBETCTBEHHOCTHIO MUKPOGHHAHCOBAS
kommanus «BOBBAHKWP» (manee — Kommanus) B COOTBETCTBUHU C TpeOoBaHUsAMHU I[losokeHUsT 00 yCTaHOBJICHHH
00s13aTENPHBIX N1 HEKPEIUTHBIX (DMHAHCOBBIX OpraHU3aldii TpeOOBaHWH K OOCCIICUEHUIO 3aIWTHl HHOOPMAIMHA TPH
OCYIIECTBIICHUH JICATEILHOCTH B chepe (HHAHCOBBIX PHIHKOB B IIEJISAX MPOTUBOACHCTBHUS OCYIICCTBICHHIO HE3aKOHHBIX
(uHaHCOBBIX onepanuii (yTB. barkoM Poccuu 17.04. 2019 1. Ne 684-11).

3ajaun 3ammThl WHGOPMAMU CBOAATCS K MHHUMHU3AIMU yiiepba W MPEeNOTBPAIICHHIO BO3ACHCTBUI CO CTOPOHBI
3IM0yMBIIUICHHUKOB. [l o0ecrieueHus: HaJIeKallei CTeneH: 3allUIEHHOCTH JODKEH ObITh 0OecreueH KOMILICKCHBIN
MOJX0/I, KaK Ha cTopoHe KoMmaHuu, Tak ¥ Ha CTOPOHE e€ KIIMCHTOB.

1.2. Bo3MOXHBIE PHCKM TNOJYyYCHHS HECAHKIMOHUPOBAHHOTO [OCTyNa K 3allumaeMod WHQOpMaluu C LENbIo
OCYLIECTBIICHHS] (PMHAHCOBBIX OINEpaIMii JIMIIaMH, He 00JaJalolMMH MTPaBOM Ha MX OCYILECTBJIEHHE, MOTYT BO3HHMKAaTh
MyTeM peaau3aliii BUPYCHBIX aTaK, TAKUX KakK:

- «®OUIIMHI» — mombITKa MepexBaTta JIMIHBIX JaHHBIX KineHTa. OMH U3 CaMBbIX pacpOCTPpaHESHHBIX CIIOCOO0B (PHUIIMHTA
3aKJIFOYACTCSl B OTHPABKE ICKTPOHHBIX ITHCEM OT MOIICHHHKOB, KOTOPBIE BBIAAIOT ceOs 3a MpEACTaBHTENCH M3BECTHOM
KoMItaHnd. Kak mpaBuiio, B 3JIEKTPOHHBIX MHChMax OT MOIICHHHUKOB COJIEPKUTCS CChIJIKA Ha HEOE30MacCHYI0 CTPaHHILY
web-caiita. Ha 3T0if cTpaHuIle 3MOYMBIIUICHHHKH NPEIJIaraloT MOTCHIHAIBHOW JKEPTBE BBECTH CBOHM INEPCOHAIBHBIC
JaHHBIC, TIPH 3TOM MOTEHIMAIBHAS )KEPTBA MOXKET M0JIaraTh, 9TO BBOJ JaHHBIX O€30T1aceH, TOT/a KaK B ICHCTBUTEILHOCTH
nH(pOpMAaLs MOXHUIIAETCS 3T0YMBIIUICHHUKAMH.

- «[IPETEKCTUHI » (anrn. pretexting) — araka, B KOTOPOH 3JI0YMBIIIIEHHUK MPEACTABISETCS IPYTUM YEJIOBEKOM H 110
3apaHee IOArOTOBJIICHHOMY CLIEHAPHIO BHIHYKJAaeT BbIJIaTh KOH(UACHIIMANBHYI0 HHpOpMalnio. DTa aTaka Noapa3yMeBaeT
JIOJDKHYIO TIOJTOTOBKY, Hajmuune nHpopMauuu: neHb poxaenus, MHH, Homep macmopTa mubo nocnennue mudpsl cuera
JUIA TOTO, YTOOBI HE BBI3BATh MOJ03pEHHUH y xKepTBB. OOBIYHO pearn3yeTcs yepes TeseOH WK 3JIEKTPOHHYIO MOUTY.

- «CMHUIINHI », « SMS -OUIINHI» (o1 «SMS» u «duimnry). Paccbuika SMS coobuienuii, copepxkaiiux cChbUIKH Ha
(DUIIMHTOBBIN CalT, BXOS Ha KOTOPBIM 1 BBOJIS CBOM IIEPCOHANIBHBIE TaHHBIE, )KEePTBa NMepeIaéT UX 37I0yMbIIIICHHUKAM.
- «TPOSSHCKMI KOHb» — B BPeIOHOCHOTO MPOrPAMMHOTO 0GECIIeUeHH s, IPOHUKAIOIIEr0 Ha YCTPOHCTBO XKepTBbI
MO BHAOM JIETAJbHBIX INpOrpaMM. B /aHHYI0 KaTerOpHIO BXOJISAT IPOTPAMMBI, OCYIIECTBIISIOIINE pa3IuIHbIC
HETIOITBEP>KAEHHbIE TT0JIb30BATENEM JIeHCTBISL: cOOp MH(pOopManyu OaHKOBCKHX KapT U e€ mepenady 3JI0yMbIIUICHHUKY,
e€ UCTIONIb30BaHNE, yIAJICHHE WM 3JI0HAMEPEHHOE H3MEHEHHE.

2. PexoMeHaanuu no 3amure uHGOPMALMHU OT BO3JAeHCTBUS NPOrPpaAMMHBIX KOA0B, NPUBOISIIIUX K HAPYLIEHUIO
IITATHOTO (PYHKIIHOHUPOBAHHUS CPEJACTB BBIYHCIMTEIBHOW TEXHHKH B IeJIAX NPOTHBOAEHCTBHS HE3aKOHHBIM
(puHAHCOBBIM OTIEpPAIHSIM.

2.1. AHTHBHpYCHas 3alIUTa OCYLIECTBIISIETCS C I1IE€JbI0 MCKIIOUEHHsT BO3MOXKHOCTEH MOSBIECHHS Ha YCTPOWCTBAx, C
KOTOPBIX OCYIIECTBIISIETCSI paboTa ¢ CUCTEMON, KOMIBIOTEPHBIX BHPYCOB U MPOTpaMM, HANpaBIEHHBIX HA pa3pylieHHe,
HapylieHne paboTocmocoOHOCTH MU Moaudukanuio nporpaMMHoro obecneuenus (manee — I10) nmmubo Ha mepexsat
HHPOPMALINH, B TOM YHCIIC TApOIICH.

2.2. PekoMeHTyeTCsl YCTAHOBUTD U CBOEBPEMEHHO OOHOBIIATH HA YCTPOICTBE aHTHBHPYCHOE MPOTrpaMMHOE 00ecIiedeHNE,
W YCTaHOBUTH B TAKOM IPOTPAMMHOM OOECIICYCHUH 110 YMOTYAHHIO MaKCUMAIIbHBIA YPOBEHB ITOJIUTHKU 0€30I1aCHOCTH.
2.3. He pexxe omHOTrO paza B HENCIIO B aBTOMATHYECKOM DPEXKHME PEKOMEHIYETCS OCYHICCTBIATH MOJIHYIO HPOBEPKY
YCTPOWCTBA HA MPEAMET HATMYHS BUPYCOB U BPEIOHOCHOTO MPOTPAMMHOTO KOJIA.

2.4. AHTHBHpYCHOE NpOrpaMMHOE OO0ECICYeHUE IOJDKHO 3aIlyCKAaThCS aBTOMATHYECKH, C 3arpy3KOH ONeparioHHOMN
CHCTCMBEI.

2.5. PekoMeHIyeTcs MOABEPraTh aHTUBUPYCHOMY KOHTPOJIIO JIF00YI0 MH(DOPMAIIHIO, MOJyYaeMyi0 M MepeaaBacMyro 1o
TEJIEKOMMYHHUKAIIMOHHBIM KaHAJIAM CBSI3H, & TAK)Ke HH(POPMAIIHIO HAa CheMHBIX HocHTesix (MarautHbix, CD/DVD nuckax,
USB-nakonuTensix W T.I.). [Ipy HalW4Mu TEeXHUYECKOW BO3MOYKHOCTH CKAHMPOBAHHUE JIOJDKHO OCYILIECTBIATHCS B
ABTOMATUYCCKOM PEKUME.

2.6. IIpu mogo3peHusix Ha HaJM4YKHe BUPYCOB Ha YCTPOMCTBE (B YaCTHOCTH, HEOKHJAHHBIX «3aBUCAHUSIX», IIepe3arpy3Kax,
MOBEIIICHHON CETEBOI aKTHBHOCTH), PEKOMEHYETCSI TOJTHOCTHIO BO3IIEPIKATHECS OT UCIOJIB30BAHHS CHUCTEM JICHEKHBIX
nepeBonoB W JluyHoro kabuHera 3aeMmmuKa Ha odunuaneHoM cadite Kommanmm B HHGMOpPMAIMOHHO-
TENIEKOMMYHHUKAIMOHHOM cetn «MHTepHer» mo aapecy: Www.webbankir.com (mamee — Jluunbiii kaOuHeT), 10



http://www.webbankir.com/

WCIIPABJICHUSI CUTYaIUH.
2.7. KommaHus He HeceT OTBETCTBEHHOCTH B ClTy4ae BOSHUKHOBEHHS (PMHAHCOBBIX ITOTEPh, TOHECEHHBIX KITMEeHTOM B CBS3H
C HapyUIEHUEM H/WJIM HeHaJIeXKalM HCIIOJHEHHEM UM TPeOOBaHUI 10 3alUTe OT BPEIOHOCHOTO KO/Ia CBOMX YCTPOWCTB
Juist toctyna K JInuHomy KaOuHeTy.

3. Mepbl o npeaoTBpPallleHUI0 HECAHKIIMOHUPOBAHHOIO IOCTYIIA K 3allUllaeMOil HH(opManuu, B TOM YucJie Npu
yrpare (MOTepH, XHUIIEHHUHM) YCTPOMCTBA, C HCHOJb30BAHMEM KOTOPOIr0 COBEPIIAINCH [IeiiCTBUSL B MeJsIX
ocyuiecTB/eHUus1 QUHAHCOBBIX ONepPalHii, KOHTPOJII0 KOH(UTypPallMU YCTPOICTB H CBOEBPEMEHHOMY O0HAPY KEHUIO
BO3/1eiiCTBUII BPEJOHOCHOTO KO/1a.

3.1. PekoMeHIyeTCsT MCTIONBh30BaTh HA YCTPOHCTBAX TOJBKO JUIICH3MOHHOE MTPOrPaMMHOE oOecrieueHue (OrmeparioHHbIe
CHUCTEeMBI, O(UCHBIC MMAKETHI U TIp.), U 00ECIEUHTh PETYSPHYIO CBOCBPEMEHHYIO YCTAHOBKY OOHOBJICHHN OTIEPAIIOHHOM
CHUCTEMBL.

3.2. PexoMeHyeTCsl CBOEBPEMEHHO OOHOBIIATH YCTaHOBJIEHHOE ITPOrpaMMHOE 00ecIieueHHe U OINEPAllMOHHYI0 CHCTEMY
(ycTaHOBKA KpUTHYHBIX OOHOBJICHHH), Weh-Opay3epbl U HHOE MPUKIAJHOE IPOrpaMMHOE 00eCTIeueHHE.

3.3. He pexoMeHyeTcst HCTIONB30BaTh CPEJCTBA YAAJICHHOTO aIMUHUCTPUPOBAHUS Ha YCTPOMCTBE, PeAHa3HAYSHHOT'O JIIs
nocryna K JInuHoMy KaOuHeTY.

3.4. Tlpu pabore B MHPOPMALHMOHHO-TEIICKOMMYHHKALMOHHOW ceTn «MHTepHEeT» He pEeKOMEHIYeTCsl yCTaHaBJIMBATh
KaKHe-IN00 COMHHUTENBHBIX IIPOTPAaMMBIL.

3.5. Pexomenayercs oOrpaHWYUTh HWH(POPMAIMOHHBIH 00MeH B HH()OPMAIMOHHO-TEICKOMMYHUKAIMOHHON CETH
«MHTepHET» TOIBKO HAACKHBIMU MH(OOPMAITMOHHBIMH TIOPTATaMU M TPOBEPCHHBIMH KOPPECIIOHICHTAMH IICKTPOHHOM
mouThl. Pa3mudHbIe pa3BieKaTeNbHBIC CAWTHI, CAHTHI COMHUTEIFHOTO CO/ICPKaHUs (ATPOBBIC, CATHI 3HAKOMCTB, CalTHI,
pacmpoctpansrorue [10, My3bIKy, QUIBMEBI H T. II.), MOTYT IIOCITY>KUTh HCTOYHUKOM PacIIPOCTPaHCHUS BUPYCOB.

3.6. 3agacTylo >kepTBaM 3JI0YMBIIUICHHUKOB ITOCTYIAeT BPEIOHOCHAs IPOTpaMMa B BUJI€ KHHTEPECHOM CCHUIKM» B IIUChME
0T 5IK0OBI 3HaKOMOT0. BpenoHocHas mporpaMMa MOXET CKPBIBATHCS IO/ BCIUIBIBAIOIUM OKHOM PEKJIAMHOM CCBUIKHM Ha
web-caiite.

3.7. Tlpu paboTe C 2JIEKTPOHHOW MOYTONW HE PEKOMEHAYETCS OTKPBIBATH MHChMa M BIIOXKCHUS K HUM, INOJYYEHHBIE OT
HEHU3BECTHBIX OTIpaBUTENEH, U HE IEPEXOAUTH N0 COAEPKAIIUMCS B TAKUX IHCbMaX CCBIIKaM.

3.8. Ilepex mpocMOTPOM 3JIEKTPOHHOTO MHChMa HEOOXOAMMO BCErAa IpOBEpsTh aapec oTmnpaButens. CrTpoka
«OTmpaBUTENB» MOXKET COAEPXKaTh aIpec AIIEKTPOHHOH MOYTH B ObHIHATEHOM (opMaTe, KOTOPHIH SBIACTCS IOYTH
TOYHOM Komuel aapeca Kommnanumn.

3.9. PexoMeHTyeTCs] BHUMATEIBHO YUTATh TEKCT 3JCKTPOHHOTO MUAChMa. DIEKTPOHHBIE MTUChMa OT H3BECTHBIX KOMITAHUH
HHUKOT/Ia HE coaep)kaT opdorpadmMuecKux WIH IpaMMAaTHICCKUX OMMOOK. B ciydae Hanw4us B TaKUX SJICKTPOHHBIX
MUCbMax CJIOB Ha WHOCTPAHHOM SI3BIKE, CIICHHANBHBIX CHMBOJIOB M T.I., BO3MOXKHO, 3TO — 3JCKTPOHHOE ITHCHMO,
OTIIPAaBICHHOE MOIIICHHUKAMHU.

3.10. MHorue MOLICHHUYECKUE DIIEKTPOHHBIE MUChbMa COJIEepKaT MPU3BIBBI K O€30TJIaraTeNbHbIM JEHCTBUSAM, IBITASCH
3aCTaBUTh MOTEHIIHAIBLHYIO )KEPTBY JEHCTBOBATH OBICTPO M HEOOAYMaHHO. MHOTHE MO IeTbHbIE COOOIICHUSI 2JIEKTPOHHOMN
MOYTHI MBITAIOTCS yOSANUTh MOTEHIHAJIBHYIO KEPTBY B TOM, 4TO €€ CUETy YIpOXKaeT OMacHOCTb, €CIM MOTCHIHANbHASA
JKepTBa HEMEAJICHHO HE OOHOBUT KPUTHYECKH BAYKHBIC TaHHBIE.

3.11. Emre o/MH BU/I MOIIICHHUYECTBA CBSA3aH C CO3MaHneM (ambCHPUIMPOBaHHBIX WeD-caliToB — UX TOMECHHbBIE HMEHA U
cTin OGOPMJICHUSI MOTYT HMHTHpPOBaTh caiThl KOMIaHuM W colepKaTh JIOKHBIE PEKBH3UTHI M KOHTAKTHYIO
uHpOpManuio. BBox OTHHA U MApOJIsT HAa TAKOM CaiTe TPUBOIUT K MOTYYCHUIO STUX JAHHBIX 3JI0YMBIIIICHHUKAMH, T.€.
pasTIameHnIo MePCOHaIbHBIX JAHHBIX KIIUEHTA.

Heo0xoauMo MOMHUTB, YTO CalTHI, BU3yalbHO HATOMUHAIOIINE CalT ¢ JIMIHBIM KaOMHETOM, CO3JAF0TCS CIIEIHAIBHO IS
HE3aKOHHOTO ToNydeHuss nHpopManuu. B ciydae oOHapykeHUs (albCHPUINPOBAHHOTO CaiiTa, KOMUPYOMIETO TU3aiH
odunmansHoro caiita Kommannu nimm JInaaoro kabuHeTa, KIIMEHTY HEOOXOANMO He3aMEIITUTEIBHO COOOIIUTh 00 3TOM
KoMmnanuu no BceM BO3MOXKHBIM KOHTaKTaM, YKa3aHHbIM Ha o¢unuanbHoMm caite Kommnanum B cetu «VHTEepHET» NO
azapecy: www.webbankir.com.

Bo n3bexxaHue HCIIONB30BaHMUA TAKHX PECYPCOB HEOOXOMUMO YAOCTOBEPUTHCS, YTO NMPH MOJKIIOUEHHH K JInmuHOoMy
KaOMHEeTY 3aIlIHIIEHHOE COSeANHEHNE OBUIO YCTAaHOBJICHO MCKIIOUUTENRHO ¢ odunnansHeM caiitoM Kommanun. Ilpexne
YeM BBECTH JIOTHH U 11apoJib, HEOOXO0ANMO MPOBEPUTH N0 uHbopMaimu u3 SSL-ceprrdurkaTa HoAIMHHOCTD caiiTa.

3.12. PexoMeHryeTCss BHUMATEIbHO aHATM3UPOBaTh CChUIKU. CCHUIKM MOTYT OBITh IMOYTH TOYHOW KOIMEW MOIJIHHHBIX,
OJJHAKO OHH MOTYT HEPEHANPABHUTh MOTCHIHAIBHYIO KEPTBY 3JOYMBIIIJICHHUKOB Ha MOIICHHHYECKUA Web-caiiT. Eciu
CCBUIKA BBITJISIZUT TOJIO3PUTENHHO (CCHUIKA C OMIMOKAMHU WM 3aMEHOH CXOJHBIX II0 HAa4epTAaHWIO CHMBOJIOB) WJIM HE
COOTBETCTBYeT TpeboBaHHsAM Oe3zomacHocTH (Hampumep, HauuHaetcs c¢ http:// Bmecto https://), He pexomeHmyercs
HNEPEXOAUTH 110 ITOU CCBUIKE.

3.13. Ucnonp3yemble B JINUHOM KaOHMHETE JIOTMH U MapoJib, 3alpeliaeTcs 3aichiBaTh U XPaHUTh B MECTax, JOCTYITHBIX
MOCTOpOHHMM JinnaM. [Taposp Heo0OX0IMMO XpaHUTh B TaiiHE M IPeIIPUHAMATh HEOOXOMMBIE MEPBI IIPEIOCTOPOKHOCTH
JUIA TIPEJOTBPAICHUS €r0 HECAHKIMOHMPOBAHHOTO HCIIONB30BaHMA. PEKOMEHIIyeTCS WCIONb30BaTh pPa3IHYHBIC
YHUKAJIbHBIC TTAPOITH JJISI PA3THYHBIX WED-CaliTOB U CHCTeM, Ha KOTOPBIX BBOASATCS KOH(HUICHIIHATIBHBIC TaHHBIE.

3.14. B Tom ciyuae, eciu knneHT Kommnanuu oOHapyXuil, 4To ero naposb oT JInyHoro kabuHera CKOMIIPOMETHPOBaH,
peKOMeHAyeTCs He3aMeUIUTENIFHO YBEIOMUTE 00 3ToM KOoMITaHWMIO 1 CMEHHTH Mapoilb Ha HOBBIH.

3.15. Ecnu B nporiecce paboThl KineHT KoMIaHUM CTOIKHYJICS € TeM, YTO paHee ACHCTBYIOUIMI 1aposib oT ero JInuHoro
KabuHeTa He IpUHUMaeTcst MHYOPMAMOHHON cucTeMolt Kommanun, HeoOXoauMo yBeqoMUTh KoMmaHuio 1 Kak MOXHO



ObIcTpee BOCIONb30BaThCs POPMO BOCCTAHOBIICHUS MAPOJIS.

3.16. Kommanus He paccbulaeT 3JIEKTPOHHBIX TmHceM, SMS wimm gpyrux cooOmeHuid ¢ Ipocb00i  yTOYHUTH
KOH(UICHIIMANIbHBIE JaHHbBIC KJIMEHTOB (B T.4. apoyid, SMS-koas! u T.11.).

3.17. He pexomenayeTcs nepechuiath (Gaifibl ¢ KOHGUISHINATLHOH HH(popManueil At paboTel B JINUHOM KaOHHETE 110
OTKPBITHIM KaHajaM CBSI3H, 110 JIEKTPOHHOH moyre win yepe3 SMS-cooOmeHus.

3.18. B ToM cnyyae, ecnu KiIuMeHT KoMITaHWM TMOJNYYHMIT YBEIOMJICHHE CHCTEMBI 00 OIEpamyH, KOTOPYIO KIHUEHT HE
MPOBOJMII - PEKOMEHTyeTCs HE3aMeAIUTENbHO 00paTuThes B Kommanuio.

3.19. Jlna 6e3omacHO# pa0boThI B JINUHOM KaOMHETE Ha YCTPOHCTBaX PEKOMEHIyeTCs IPUMEHSTh CPEICTBa OE30IMaCHOCTH:
CPEACTBAa 3alIUTBl OT HECAHKIMOHMPOBAHHOTO MOCTYIIa, IIEPCOHANBHBIE MEKCETEBBIE OAKPaHbI, AHTHIIIHNOHCKOE
MIPOrpaMMHOE 00ECIICUCHHE U T.I1., 00ECIICUUTh PETYIIIPHOEC aBTOMATHIECKOE OOHOBIICHHE IMPOTPAMMHOT0 00eCTICUeHHUS
3THX CPE/CTB.

3.20. He pexomenayercsi paboTats ¢ JINYHBIM KaOMHETOM Ha ycTpoiicTBax oOmiero nojip3oBaHus («MHTepHeT-Kade»,
BOK3aJIbl, a’3pONOpTHl, OMOIMOTEKH W T.N.). PaboTa ¢ rocreBbIX pabOYMX MECT YBEJIMYMBAET PHUCK HEMPaBOMEPHOIO
UCIIOJIb30BaHMsI ayTeHTH(UKAILIMOHHON HH(pOPMAIHH.

3.21. IIpu pabote ¢ JIn4uHBIM KaOMHETOM Ha YCTPOWCTBAX PEKOMEHAYETCS MCIONb30BaTh MaposbHyro 3ammty (PIN-kox,
rpaduyeckuii K04, pa3oIOKUpOBKaA MO OTIIeYaTKy manbia, «FacelD» u mp.).

3.22. Tlo 3aBepiiennu paboTsl B JInuHOM KaOuHEeTe HEOOXOIMMO KOPPEKTHO HMPOU3BECTH BBIXOJ], UCIIONB3YS AJISL STOTO
COOTBETCTBYIOIINH ITyHKT MEHIO.

3.24. Ilpun motepe(XUIICHNH) YCTPOHCTBA, ¢ UCIIOIb30BaHHEM KOTOPOTO COBEPIIANNCH JEHCTBHSA B IEIIX OCYIECTBICHHS
(hMHAHCOBBIX OIepaIyii, HeEOOXOIMMO B KpaTYaIui CPOK 0OPATHTHCS K OTIEpATOPy COTOBOM CBSI3U 1 3a010kupoBaTh SIM-
Kapry.

3.25. Ilpu cmene HOMepa TenedoHa, KOTOPBIH 3apeTrHCTPUPOBAaH B HHPOPMAIMOHHON cucteMe KoMmaHnu HE0OX0auMO
yKka3aTh 3Ty uH(popMmaimio B JIuuHoMm kabuHere, OO cooOmuTh 00 3ToM KOMMaHHHM MOCPEACTBOM HCIOIb30BAHUS
TeneOHHOM CBsI3M Yepe3 onepaTopa KomnaHnuw.

OmnepaTopbl COTOBO# CBSI3U MOTYT IepeaTh HOMEp TeaedoHa ApyroMy abOHEHTY, €CIIH OH OYET HEaKTHBHBIM JITUTEIHHOE
BpeMsi.

3.26. He pekomeHayeTcs OCTaBJIATh CBOE YCTPOWMCTBO 0O€3 MPUCMOTPA, YTOOBI MCKIIOYUTH HECAaHKIMOHHUPOBAHHOE
UCIIOJIb30BaHUE (PMHAHCOBBIX YCIIYT.

3.27. He pexomenayercst BXoauTh B JIMUHBIN KaOMHET ¢ yCTpOMCTB, KOTOpBIE HE MPUHAIC)KAT KJIMEHTY, MO IPOchOe
TPETHHX JINL], AAXKE €CIIHM K KIHEHTY 00paTHINCh OT UMEHHU COTpYyIHHKOB KoMmanum.

3.28. Ilpu ycraHoBke Ha Tene(OH IOMOIHUTEIBHBIX IPOrpaMM HEOOXOAMMO 0OpamiaTh BHUMaHHWE HA ITTOJHOMOYUS,
KOTOpBIE UM HeoOXxoauMbl. HeoOxomimMo oOpamiaTh BHUIMaHIE Ha TaKWE OMACHBIC pa3pelIeHUs: TOCTYI U oTipaBka SMS,
noctyn K «MHTepHeT».

3.29. Ilpu BHe3amHOM TpekpameHnd padoTsl SIM-KapThl HEOOXOAWMO OOpPATHTHCSA K OMEPaTOpy COTOBOH CBS3H 3a
YTOYHEHUEM IPHYMH — BO3MOXKHO, IIPOBE/ICHHE MOILIEHHUYECKUX JEUCTBUN TPETHHUMH JIMLIAMH.

3.30. He pexomeHyeTcs ycTaHaBIMBaTh Ha YCTPOicTBO cropoHHee cucteMHoe [10, ycTaHaBIMBaTh Ha yCTPOKMCTBE «00t»
JIOCTYI, TaK KaK 3TO OTKJIIOYaeT 3alMTHbIE MEXaHWU3Mbl, 3aJI0)KEHHBIE NPOM3BOAMTENEM YCTpoicTBa. B pesynbrare
YCTPOMCTBO CTAHOBHUTCS YSI3BUMBIM K 3apaskeHnto BUpycHbIM [10.

3.31. Barpyxath u ycranasnusarh [10 Jlngnoro kabuHeTa CleayeT TOJIBKO ¢ OpHIMaILHBIX caiitoB — Google Play wmu
Apple AppStore. Ccputku iis 3arpy3KH pasMeleHsl Ha oduimansioM caiite Kommanuu. [punoxerns Kommanuu mis
Pa3HBIX IUIATPOPM COOTBETCTBYIOT TPEOOBAaHHUSIM OE30MACHOCTH U TIEPHOIMUYECKHA OOHOBIISIOTCS.

3.32. CpencrBa U METOJBI 3aIIUTHl MHPOPMAIMH, TpUMEHsieMble B KoMITaHnu, Mo3BOJIAIOT 00eceYnTh HEOOXOANMBII
ypoBeHb Oe3omacHocTH Ipu pabore B JIMUHOM KabWHETe W MpPENOTBPAaTUTh MOIICHHUYECKHE JACHCTBUS B OTHOLICHUH
KJIMEHTOB IPU YCIIOBUH BBITTOJHEHHS KIMEHTaMH PEeKOMEHIAINi, N3JI0)KEHHBIX B JAHHOM JIOKyMEHTE.



